Mark of the Beast

be ignored!

Example of Matrics loyalty card chip. RFID proponents would like to see all loyalty cards, ATM cards and other ID's RFID enabled with chips
like this. Imagine! Banks, retailers, supermarkets and governments could find out everything about you when you walk past a reader device
since line-of-sight is not necessary to access the information. The radio waves could go right through your pants and through your wallet
to get the information on the card's chip. Imagine how valuable it would be for businesses to determine who is worth serving and who should

Auto-ID: Tracking
everything,
everywhere

BY KATHERINE ALBRECHT

[Katherine Albrecht is a privacy advo-
cate and educator, holding a Masters in
Education from Harvard and an under-
graduate degree in International
Marketing. Katherine founded CASPI-
AN, Consumers Against Supermarket
Privacy Invasion and Numbering, in
1999. Since its founding, she has uncov-
ered what Americans are only now
becoming aware of—an enormous infra-
structure of data collected by the private

sector, commercial organizations, and
retail outlets. She is also concerned with
the resulting infringement on civil liber-
ties, privacy, and increased government
control on the individual’s right to buy or
sell.

As a Christian, she is concerned about
supermarket cards that require the use of
a numbered card in order to obtain rea-
sonable prices on food as these cards relate
to the prophecy found in Revelation
13:16-17: “And he causeth all, both small
and great, rich and poor, free and bond, to
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receive a mark in their right hand, or in
their foreheads: And that no man might
buy or sell, save he that had the mark, or
the name of the beast, or the number of
his name.”

Footnotes for all facts in this article are
available on request.]

“In 5-10 years, whole new ways of
doing things will emerge and gradu-
ally become commonplace. Expect
big changes.” —Massachusetts
Institute of Technology’s Auto-1D
Center

Supermarket cards and other retail sur-
veillance devices are merely the opening
volley of the marketers’ war against con-
sumers. If consumers fail to oppose these
practices now, our long-term prospects
may look like something from a dystopi-
an science fiction novel.

A new consumer goods tracking system
called Auto-1D is poised to enter all of
our lives, with profound implications for
consumer privacy. Auto-I1D couples radio
frequency (RF) identification technology

Image courtesy of CASPIAN



with highly miniaturized computers that
enable products to be identified and
tracked at any point along the supply
chain.

The system could be applied to almost
any physical item, from ballpoint pens to
toothpaste, which would carry their own
unique information in the form of an
embedded chip. The chip sends out an
identification signal allowing it to com-
municate with reader devices and other
products embedded with similar chips.

Analysts envision a time when the sys-
tem will be used to identify and track
every item produced on the planet.

A number for every item on the
planet

Auto-1D employs a numbering scheme
called ePC (for “electronic product code”)
which can provide a unique 1D for any
physical object in the world. The ePC is
intended to replace the UPC bar code
used on products today.

Unlike the bar code, however, the ePC
goes beyond identifying

the home. This would allow for seamless,
continuous identification and tracking of
physical items as they move from one
place to another, enabling companies to
determine the whereabouts of all their
products at all times.

Steven Van Fleet, an executive at
International Paper, looks forward to the
prospect. “We'll put a radio frequency 1D
tag on everything that moves in the
North American supply chain,” he
enthused recently.

The ultimate goal is for Auto-ID to
create a “physically linked world” in
which every item on the planet is num-
bered, identified, catalogued, and
tracked. And the technology exists to
make this a reality. Described as “a polit-
ical rather than a technological problem,”
creating a global system “would... involve
negotiation between, and consensus
among, different countries.” Supporters
are aiming for worldwide acceptance of
the technologies needed to build the
infrastructure within the next few years.

The implications of Auto-ID

“Theft will be drastically reduced
because items will report when they are
stolen, their smart tags also serving as a
homing device toward their exact loca-
tion.” —MIT's Auto-ID Center

Since the Auto-ID Center's founding at
the Massachusetts Institute of Technology
(MIT) in 1999, it has moved forward at
remarkable speed. The center has attract-
ed funding from some of the largest con-
sumer goods manufacturers in the world,
and even counts the Department of
Defense among its sponsors. In a mid-
2001 pilot test with Gillette, Philip
Morris, Procter & Gamble, and Wal-
Mart, the center wired the entire city of
Tulsa, Oklahoma with radio-frequency
equipment to verify its ability to track
Auto-1D equipped packages.

Though many Auto-ID proponents
appear focused on inventory and supply
chain efficiency, others are developing
financial and consumer applications that,
if adopted, will have chilling effects on
consumers' ability to escape

product categories. It actually
assigns a unique number to
every single item that rolls off
a manufacturing line. For
example, each pack of ciga-
rettes, individual can of soda,
light bulb or package of razor
blades produced would be
uniquely identifiable through o
its own ePC number.

Once assigned, this num- o
ber is transmitted by a radio o
frequency 1D tag (RFID) in W
or on the product. These tiny o’
tags, predicted by some to O

cost less than 1 cent each by ‘Z

2004, are  “somewhere | \;;
between the size of a grain of
sand and a speck of dust.”
They are to be built directly

into food, clothes, drugs, or %, -
v .

auto-parts during the manu-
facturing process. <

Receiver or reader devices
are used to pick up the signal
transmitted by the RFID tag.
Proponents envision a perva-
sive global network of mil-
lions of receivers along the
entire supply chain—in air-
ports, seaports, highways,
distribution centers, ware-
houses, retail stores, and in
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the oppressive surveillance of
manufacturers, retailers, and
marketers. Of course, govern-
ment and law enforcement
will be quick to use the tech-
nology to keep tabs on citi-
zens, as well.

The European Central
Bank is quietly working to
embed RFID tags in the
fibers of Euro bank notes by
2005. The tag would allow
money to carry its own histo-

D w
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O =6

) \'/'\/.,\/ ry by recording information

about where it has been, thus
giving governments and law
enforcement agencies a means
to literally “follow the
money” in every transaction.
If and when RFID devices are
embedded in banknotes, the
anonymity that cash affords
in consumer transactions will
be eliminated.

vl Hitachi Europe wants to
supply the tags. The company
has developed a smart tag
chip that — at just 0.3mm
square and as thin as a human
hair — can easily fit inside of
a banknote. Mass-production
of the new chip will start
within a year.
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Prophecy Conference REACHINC
Schedule for Irvin Baxter Jr. BIBLE STl
Milwaukee — August 8 (New Date)
Parkway Apostolic Church .
10940 S. Nicholson Rd. in Oak Creek. 1-94, - - -
Exit 322, east on Ryan Rd., Hwy 100. Head Endtlme Blble StUdleS
east on Ryan 2.5 mi., so. on Nicholson 1.5 mi.
7:30pm; 414-571-2680 JOIN ANY OF OUR WEEKLY STUDY GROUPS. FOR DETAILS...
Host: Pastor Anthony Tamel CALL 1-800-ENDTIME OR GO TO THE BIBLE STUDIES PAGE AT
WWW.ENDTIME.COM
*

South Bend — August 20 (and 21*) International P I
LeSea Broadcasting Studios Lermem Pennsvlvania
Ironwood Rd., 1 mile so. of bypass CEnELE: Nappanee y

B . Harrow Greensburg
Aug. 20 7pm: Irvin Baxter Refutes Preterism Mississaga Plymouth Etna
*Aug. 21 7:00pm: RFID Chips & The Mark of Toronto Richmond :
the Beast featuring Katherine Albrecht Windsor ?gr‘:;hHBaeur;S S%l:]g]legi:mma
New Zealand
: i Warsaw Tennessee
- Hamilton

Chicago — August 21 Alab Kansas o
United Pentecostal Church in Bartlett abama Arkansas City Chattanooga
270 E. Shick, halfway between Rt. 59 and Citronelle Kentuck Memphis (Bartlett)
County Farm (Barrington) V) G iqn:: dgn Nashville
7:30pm; 630-837-9800 Alaska e Texas
Host: Pastor Jack Yonts Fairbanks R Abilene

_ Arkansas Louisiana Breckenridge

Detroit — August 22 Greenwood Alexandria Buna
Churchill High School in Livonia El Dorado e CeI’I‘ter _
8900 Newburgh Rd. I-96, 1-275 south, Exit 28 ~_ Waldron, Metairie ggrsgs o
Ann Arbor Rd., east 1.25 miles, right on California New Orleans The Colony
Newburgh, 172 mil Dala (ot
7:30pm; 734-542-6886 S De Soto

g Los Angel
Host: Pastor Anthony Harper O?annege e Michigan Euless
pasadena Battle Creek Frisco A
Bay City Ft. Worth NE

Jackson, MS — Sept' 12_ i E?m"’?g‘ Bridgman Ft W'th Riv Oaks
Parkway Pentecostal Church in Madison S"fers' E Charlotte Greenville
1620 Mannsdale Rd. 1-55, Exit 108, west 1/4 yimar Lansing Garland

. . . Van Nuys . -
mile, right on Bozeman, 1/4 mile, left. Whittier Minnesota gfa”d Pl
7:30pm; 601-853-2607 C Columbia Hs. rapevine

r g olorado C o Gun Barrel City
Host: Pastor Jerry Dillon Colorado Sprgs MISSISSlppl Haltom City
i Brandon Harker Heights

Omaha — Sept. 19 F|,(\ZI)I'I$8F., . Crystal Springs Hurst
The Church of Omaha Viera " Madison Lake Worth
3715 North 104th Ave., 1-680 between Maple|  aorqia Richland Lewisville
and Fort. 9 Missouri thtlg Elm
7:30pm; 402-572-8904 Atnens Bridgeton Vi

i ; - . Centrali S
Host: Pastor Jimmy Toney Lithia Springs Inzr;;zﬁjence Midlothian
o Marietta - Odessa
Corpus Christi — October 3 glicflllolﬁon St Charles 29" A(r)thlklr
i H nellvilie q Iver Oal
Holiday Inn Airport Stone Mountain North Carolina Rosebud
S.P.I1.D., Leopard St. exit MG Raleigh Sherman
7:30pm; 361-242-1171 South Houston
. Aurora Nebraska
Host: Pastor Russell Campbell . Tyler
Bunker Hill Bellevue Whi
. ite Settlement

g g Dupo Hastings ..

Indianapolis — Oct/Nov TBD Harrisburg Omaha Virgina
Details forthcoming, see Prophecy Conference Highland North Dakota Abington

listings at endtime.com Lombard Minot Washington

Indiana Ohio Arlington

Holy Land Tour — Nov. 3-13 Bremen Chester Harrington
Prophecy Tour 2003 to Israel, Jordan Columbus T Spokane
$2,095. Still space, book now! Call EL":%V"a o Oklahoma Wisconsin
1-800-Endtime. See ad on page 3 for more info. Grange?’ Stroud Eﬁ(?]\cl)er; Dam

Dallas-Ft. Worth — Nov. 21 i lEen Hartford
Arlington. Convention Cente-r e Beaverton Watertown




s out witH. .. CONFERENCES o
JDIES « RADIO « AND MORE!

Politics & Religion Radio Station Log

Arkansas Michigan Dallas KVTT 91.7 FM 3:00pm*
S A PoCii
Ft. Smith KFSA 950 AM 3:00pm* Battle CreekWOLY 1500 AM 4:00pm* elE-oeke RS ALY S
Waldron ~ KRWA 103.1 FM 3:00pm* Detroit ~ WLQV 1500 AM  6:30pm )
Lansing  WLCM 1390 AM 4:00pm* \Washington

California Spokane KTRW  96.9 FM 1:00pm*
Santa Maria KGDP 660 AM 2:00pm  Mississippi Lt ETU NG T RO e
Los AngelesKKLA 99.5FM  2:30pm Jackson WTWZ 1120 AM 9:30am
KKLA—Sundays only West Virginia

Missouri Point Pleas. WBGS 1030 AM 8:00am

Georgia Mexico KMFC  92.1FM 1:00pm

Macon WBML 900 AM 4:00pm* Poplar Bluff KOKS 89.5 FM 3:00pm* \Wisconsin
Atlanta WAEC 860 AM  9:30am St. Louis KXEN 1010 AM 3:00pm* Milwaukee WEMP 1250 AM  5:00pm

Illinios Nebraska Worldwide — Shortwave Radio
Chicago ~ WAUR 930 AM 5:00pm Omaha KCRO 660 AM 3:00pm* (times shows for U.S. Eastern)
Europe & Russia 9.850 6:00am
Indiana Oregon North America, Europe  5.745 4:00pm*

Portland KKSL 1290 AM 1:00pm* North & South America 9.495 4:00pm*
North & South America 7.315 9:00pm
Middle East, Africa 17.650 2:00pm

Ft. Wayne WLYV 1450 AM 3:00pm*
IndianapolisWNTS 1590 AM 4:00pm*
Richmond WHON 930 AM 2:00pm [€NNESSee
South Bend WHME 103.1 FM  4:00pm Memphis WMQM 1600 AM 3:00pm * .
Worldwide — Internet
Louisiana Texas www.endtime.com Live + Archive

N. Orleans WLNO 1060 AM 3:00pm* Corpus ChriKCTA 1030 AM  4:00pm * Indicates Live Program
Daingerfield KEGG 91.9 FM 11:00am

Recommended Cassettes Mark of the Beast

Prophecy Teaching Tapes by Irvin Baxter Jr. W502 National ID Proposed, Subdermal Chips

1 W1119 It's Time to “Chip Americans”
$5 each, buy 4 get Sth free! W1204 Can the Gov't Read Your Emails? with Ron Paul

PR021903 Katherine Albrecht: RFID Chips, Mark of Beast |

PreSIdent Bush & The Middle East PR061903 Katherine Albrecht: RFID Chips, Mark of Beast I
Palestinian-Israeli Conflict: The Biblical Position PR070103 Operation TIPS Repackaged as “Talon”
W417 CFR Proposes Final Solution for Middle East
PR050103 Will Bush get burned by burdening himself with y . Al .
Jerusalem? God’s Creation vs. Darwin’s Theory with Steve
PR070203 Could Roadmap be ‘Confirmation’? Pros & Cons Grohman ’ _ .
PR060503 Uri Dan Interview: Eyewitness to Roadmap Summit PR071003 God's Creation vs. Darwin's Theory |

PR0O71103 God's Creation vs. Darwin’s Theory I

World Government Watch PR0O71503 God's Creation vs. Darwin’s Theory IlI

T411 Endtime Interviews Maurice Strong

W1029 Secrets of the UN—Creating a World Army More

W1031 Secrets of the UN—Forming a World Parliament W219 Harry Potter: It's Just Witchcraft Repackaged

PR041703 Ten More Nations Added to Europe: Prophetic R1217 5th Trumpet—Saddam Hussein in the Bible
Significance UTE3a The Secret to Understanding Revelation

PR061203 What the World Thinks of America with Clare Short UTE12 The Seven Trumpets lesson on audio

PR0O70703 Revelation 17’'s Babylon = Revelation 18’s Babylon

Global Rellglon & The Vatican

R420 ndtime Interviews Malachi Martin
U110 Interfaithism: Antichrist's False Religion Cassette Series
PR041003 Maureen Fiedler Interview—Host of NPR's Interfaith 1. Christianity 101, 11 cassettes, $70

Voices 2. Mysteries of the Kingdom of Heaven, 12 cassettes, $70
PR061603 Protestant-Catholic Dialogue: The End of 3. Keys to Spiritual Growth, 9 cassettes, $50

Proselytizing 4. Revelation Commentary Series, 16 cassettes, $100

5. The Sequence of Endtime Events, 7 cassettes, $40
SIXth Trumpet Watch 6. Endtime’s “Best of” Collection, 5 cassettes, $30,

Beijing Flashpoint— Ed Timperlake Interview featuring one key lesson from each of the above 5 series
W820 Target Taiwan—Interview with William C. Triplett
PR041603 War on Terrorism - Who's next?
PR042203 U.S. Plans to Bomb N. Korea Nuke Facility Tapes in red indicate either New or Highly Recommended

PR042403 North Korea Says War Is Imminent Join the Politics & Religion Tape Club. Only $10 per month!



Prophecy Insight

Consumer marketing applications will
decimate privacy

“Radio frequency is another technology
that supermarkets are already using in a
number of places throughout the store.
We now envision a day where consumers
will walk into a store, select products
whose packages are embedded with small
radio frequency UPC codes, and exit the
store without ever going through a
checkout line or signing their name on a
dotted line.” —Jacki Snyder, Manager of
Electronic Payments for Supervalu
(Supermarkets), Inc., and Chair, Food
Marketing Institute Electronic Payments
Committee

Auto-1D would expand marketers'
ability to monitor individuals' behavior
to undreamt of extremes. With corporate
sponsors like Wal-Mart, Target, the Food
Marketing Institute, Home Depot, and
British supermarket chain Tesco, as well
as some of the world's largest consumer
goods manufacturers including Proctor
and Gamble, Phillip Morris, and Coca
Cola, it may not be long before Auto-ID-
based surveillance tags begin appearing
in every store-bought item in a con-
sumer's home.

According to a video tour of the
“Home of the Future” and “Store of the
Future” sponsored by Proctor & Gamble,
applications could include shopping carts
that automatically bill consumer's
accounts (cards would no longer be need-
ed to link purchases to individuals),
refrigerators that report their contents to
the supermarket for re-ordering, and
interactive televisions that select com-
mercials based on the contents of a home's
refrigerator.

Now that shopper cards have whetted
their appetite for data, marketers are no
longer content to know who buys what,
when, where, and how. As incredible as it
may seem, they are now planning ways to
monitor consumers' use of products with-
in their very homes. Auto-1D tags cou-
pled with indoor receivers installed in
shelves, floors, and doorways, could pro-
vide a degree of omniscience about con-
sumer behavior that staggers the imagi-
nation.

Consider the following statements by
John Stermer, Senior Vice President of
eBusiness Market Development at
ACNielsen:

“[After bar codes] [t]he next 'big thing'
[was] [f]requent shopper cards. While

It appears that Wal-Mart will be leading the entire global retail industry into the era of Radio
Frequency ID technology. It was announced on June 11 that its top 100 suppliers are to start

using RFID chips by 2005.

these did a better job of linking con-
sumers and their purchases, loyalty cards
were severely limited... consider the
usage, consumer demographic, psycho-
graphic and economic blind spots of
tracking data... [SJomething more inte-
grated and holistic was needed to provide
a ubiquitous understanding of on- and
off-line consumer purchase behavior, atti-
tudes and product usage. The answer:
RFID (radio frequency identification)
technology.... In an industry first, RFID
enables the linking of all this product
information with a specific consumer
identified by key demographic and psy-
chographic markers... Where once we col-
lected purchase information, now we can
correlate multiple points of consumer
product purchase with consumption
specifics such as the how, when and who
of product use.”

Marketers aren't the only ones who
want to watch what you do in your home.
Enter again the health surveillance con-
nection. Some have suggested that pill
bottles in medicine cabinets be tagged
with Auto-1D devices to allow doctors to
remotely monitor patient compliance
with prescriptions.

While developers claim that Auto-ID
technology will create “order and bal-
ance” in a chaotic world, even the center's
executive director, Kevin Ashton,
acknowledges there's a “Brave New

30 ENDTIME MAGAZINE JULY/AUGUST 2003

World” feel to the technology. He admits,
for example, that people might balk at
the thought of police using Auto-ID to
scan the contents of a car's trunk without
needing to open it. The Center's co-direc-
tor, Sanjay E. Sarma, has already begun
planning strategies to counter the public
backlash he expects the system will
encounter. U

REIRCRANDS
& Thie Widilke

Privacy advocate Katherine
Albrecht leads the grassroots
consumer resistance to
supermarket loyalty cards
and RFID chip implantation.
On Thursday, August 21, she
is scheduled to film two excit-
ing videos on RFID the Mark
of the Beast. Both are project-
ed to be available through
Endtime by Sept. 5.

Photo by Brian Benjamin/Endtime Staff



